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Step 1: Locate Installation Files

In preparation for installation, you need to confirm which version of BizInsight is installed
on current Bizlnsight users’ workstations so that you are sure to install the same version
being run elsewhere. To do this, open Excel on an existing BizInsight user’s workstation
and click on the About button of the Bizinsight Excel ribbon.

Once you have determined the current version, click on the Application Settings button
and copy the path provided for the Configuration Path parameter, open Windows Explorer
and browse to that directory. Look in that directory or in the level above for an Install Files
folder or a folder for the BizInsight version that is currently installed. Where the installation
files have been saved will vary from customer to customer but it is recommended in our
documentation that they be saved near the BizInsight shared directory so there is a high
likelihood that you will locate the necessary installer in this location or nearby.

If you are not able to locate the installer files for the currently installed BizInsight version,
download the latest version from the BizNet Software customer portal, (http://b-
iznet.flexnetoperations.com). In general, it is 0.k. for BizInsight users to be on different
BizInsight versions but there is always a chance that the latest version requires a con-
figuration change that will necessitate all users be updated.
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All files can be found under "Browse My Software and Documentation".

#24 BizNetsoftware’
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Following are the files you will need to download:
Bizlnsight 5.0.35.2

BizInsight Tools.zip - this download file contains several tools that you might need to use
during implementation. It can be found with the BizInsight product download file.

BizContent - download all BizContent files to which you are entitled (required)
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Step 2: Assign Bizinsight Security to Users

Each Bizlnsight user’s Windows account name must be added to a .users file in the admin
shared directory in order for that user to perform any Bizlnsight action. You will use the
License Administration Tool to perform these steps.

To assign BizInsight security to your users, do the following:

1. On the server, double-click any content installer desktop icon. If the content
installers were installed without desktop icons, browse to the installation directory
and double-click the file named "BizNet Content Installer.exe". If the content
installer was uninstalled, reinstall it.

o

BizInsight
sreT

If you do not want to reinstall the content installer, see "Manual Steps" on page 9.
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2. Click on the Admin Tool button.

BizInsight - Content Installer x|
Relevant Information
| Automatic Install I

"+ Reporiing Server Found

- Manual Instal Stages & Reporting Server User Found
Install Report Server | ' Scripts Have Been Run
Create Report Server User | | () st DataSet Content Found
Run Script Files | ¥ S ¢ MetaData Content Found

¥ S Function Content Found
' Users Have Been Added by Admin Tool

Deploy DataSet Cantent | W Settings Have Been Configured by Config Tool

Deploy MetaData Cortent |

Deploy Function Cortent |

Corfig Toal

2 | i)

3. Click on the ellipses and browse to the admin share folder of your BizInsight shared
directory.

License Administration Tool - SERVER2008R2 )\ linda i - 10| x|

Administration Path

Metwaork share where your license file is stored.
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4. Select your BizInsight license file and click Open.

-l x]

o

Organize ~ | | Open = oy 0 @

B izinsight. lic

~{ Favorites
Bl Desktop
4. Downloads
| Recent Places

= Libraries

3 Du:u:l._lments lI

B ..

5. Click on the Validate License button to check how many licenses you currently have.
Your current license count will be displayed.

License Administration Tool - SERYER2003" Administ O] x|

Adminiztration Path

C:ABizlnzightShare'bdmins harehBizlnzight. lic |

Metwaork zhare where your licenze file iz gtared.

Yalidate License

BizMet Saftweare Test Licensze
E=piration 01/31/2029

Developer 1
Deszigner 2
"iewer 2
CiillDy ey 2

E =it |

BizNet Software, Inc 5| Page



BizInsight 5.0.35.2
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6. Click on the Configure Users button. The Current Users dialog will open.

License Administration Tool - SERVER2008R2 )\ linda

foL T
|C-\BizInsight Share" Admin'Bizinsi
Metwork share where your license

Validate License

BizMet Software Test License
Expiration 01,/31/2025

Developer 1
Designer 2
Viewer 2
Drill Dowen 2

Corfigure Users |

=10l x|

=10l |

Add Row

User Type

Designer j domainlinda

Designer j domain*albert
domainmaritym

Delete Row

Commit Changes

You will now add your new BizInsight user and assign them a user type. Click on the

User Type drop down and select the desired user type. If you want your user to be a
Designer, choose Designer from the drop down list.

Current Users

User Type

Designer j domainlinda

Designer j domain*albert

Viewer j domainmaritym

Wiewer ﬂ domainfrank
[~

=101 x|
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8. Type the user's name in the Users field in the format of domain\username.

Do not add your own login using the Admin Tool unless you know for

sure that you have another login available with sysadmin rights to the SQL Server
instance. Early versions of the content installer (pre version 1.6) will remove existing
permissions for users, including those with sysadmin rights. If uncertain, skip this
step and confirm sysadmin access will not be lost then return to complete the
Admin Tool step.

User Type Users
Designer j domain‘linda
Designer j domain*albert
Wiewer j domain‘marilyn

domain“frank

=10l |

9. Click on the Commit Changes button when finished. You will be presented with a
message asking if you want to grant the user additional security permissions. Click
Yes.

Configuration Confirmation |

IJsers must also be given additional folder permissions and Report Server
permissions.
Would you like to do this now?

Yes Mo

If you have entered more names for a particular user type than you have licenses,
you will get an error similar to the following.
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License Exceeded |

Your current license restricks wou to 2 Power users - Please contack vendor
ko purchase additional licenses,

You will be returned to the Current Users dialog where you can remove a row so
that you comply with the number of licenses your company purchased. Select the
row to remove and click the Delete Row button.

To purchase additional licenses, use the BizNet Assistant button to open a support
ticket indicating that you need to purchase additional licenses.

View BizInsight

ics

BizMNet Assistant v X |

Welcome to the BizNet Assistant

How can we help you today?

Online Documentation

Resolve issues automatically
Training and How-to Videos
Contact Support

Please tell us about vour experience

What's new at BizNet

When you receive your new license, move your old license from the Administration
Path shared directory and save the new license there. Do not rename the old license
and leave it in the Administration Path; it must be removed from the directory in
order for the new license count to take effect.
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Manual Steps

1. In the Admin shared directory, open the .users file with Notepad that corresponds
with the Bizlnsight permissions the user should have. For example, if the user
should have Designer permissions, you would open the Designer.users file.

mlf you are not sure where to find the Admin shared directory, go to an existing
user’s workstation, open Excel and click on the Application Settings button on the
BizInsight ribbon and copy the path provided for the Administration Path.

2. In the .users file, add the Windows account name of the Bizlnsight user. For more
information on the different user types, refer to the User Types section of the User
Guide.

|E| Designer.Users - Notepad -0l x|
File Edit Format Wiew Help
domainmmonroe ;|

domainfsinatral
domainepresley

4] 2

3. Save and close the file.

IMPORTANT |As you add Windows account names to the .users files, add only as
many as you have licenses. If you add more Windows account names than you have
licenses or you have an extra line return in the file, users will get an error message
similar to the following when they open Excel after BizInsight is installed.

License Exceeded x|

vour current license restricts wou to 2 Power users - Please contact vendor
ko purchase additional licenses,
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If you are not sure how many licenses you have, open the .lic file that is in the Admin
shared directory with Notepad and check how many licenses are shown for the user
type you are adding.

To purchase additional licenses, use the BizNet Assistant button to open a support
ticket indicating that you need to purchase additional licenses.

View BizInsight

BizMet
Assistant

BizMNet Assistant * X |

Welcome to the BizNet Assistant

How can we help you today?

Online Documentation
Resolve issues automatically
Training and How-to Videos
Contact Support

Please tell us about vour experience

What's new at BizNet

When you receive your new license, move your old license from the Administration
Path shared directory and save the new license there. Do not rename the old license
and leave it in the Administration Path; it must be removed from the directory in
order for the new license count to take effect.
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Step 3: Assign rights in SQL Server Security

BizInsight users will need permissions to retrieve data from the accounting system data-
base. If you did not use the Content Installer Admin tool, users will also need to be given
rights to the SQL MetaData databases.

NOTE|If you are managing SQL Server security with an Active Directory group, just add the

new Bizlnsight user to that Active Directory group and go to the next step.

1. Click on Start >Programs > Microsoft SQL Server Version > SQL Server
Management Studio.

Adminisitrator

& Microsoft Update
B Windows Catalog
% windows Update

[N

Accessories L4

Micrasoft SOL Server 200 b

Bl Microsoft SOL Sery 5 Rk Analysis Services

Startup r Configuration Tools

@ Internet Explorer Imtegration Setvices

@ Cutlook Express Performance Tools
Administrative Tools r ﬂ: Import and Export Data (32-bik)

All Brograrms H Adobe Reader ﬁg S0l Server Business Inteligence Development Studio

Log OFf

l- SOL Server Management Studio

|distart | (3 & |
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2. The Connect to Server dialog will open. Connect to the SQL Server instance that
hosts your accounting system database.

x|
Microsoft*
ﬁ SQL Server2008r2

Servertype: I Database Engine j

Server name: IsewerEDDBrE"-—.Biz Met j

Authentication: I‘.".n'inu:h:uws Authertication j
Uzer name: ISE RVER2008R2\inda j
Passwaord: I

I | Eemember password

Connect | Cancel | Help I Options > |

3. In the left pane, expand Security. Look for your existing users to determine whether
they have been setup to use their Windows domain account or a SQL Server
account. You can tell one from the other by the presence of the domain in front of

the user name.

E [ Security

SIe]
r_'}} ##MS_PolicyEve i i
&, ##M5_PolicyT:
frg BUILTINVAdmin - SQIL login
A linda
fBI MNT ALUTHORITY \NC 1 wwiuirm oCRv D
A NT AUTHORITY\SYSTEM
£ NT SERVICE\WMSSQLSERVER _ .
f;_rﬂ NT SERVICE\SQLSERVERAGENT. Windows login
& sa

&, SERVER2008R2\inda
& SERVER2008R2\marilyn

NOTE |If the user's login already exists in SQL Server, right-click their login id and
choose Properties. Then click here to jump to the User Mapping step.
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4. Right-click on Logins and click New Login.

Connect ~ 27 24 EI ds
= uj biznetsvrSQLEXPRESS (SQL Server 10,5
[ Databases

[= [_J Security
[
[ | Mewy Login, ..
[
[ Filter by R
3 5

5. In the Login - New dialog box, enter the user’s name in the Login name field. If your
existing users were setup with their Windows logins, click on Search to browse for
an existing Windows login id. If your existing users were setup with a SQL account,
type the new user’s login id and change the radio button to SQL Server

authentication.
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F Login - New _|O| x|

Server Roles ——
et Morsin o |
Securables ;

Status

Server
Server2003

Connection;
SERYER2003%Administrator

!E Wiew connection properties

. Ready master =]
g
o <default: |—

ok | cocd |
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6. Click on User Mapping in the left pane. Check the Map checkbox next to the
accounting system database.

_ioix
Selectapa 5 Seript - L‘j Help
5 General
il Rol
" Uz:ax:ehila;p?:g Igers mapped to this login:
Eﬁ Securables Map I Databaze I Uzer I Default Schema -
5 Status Il )|
- #ocPac
- aMEYE
r Bizlnsight
Il BizlrsightDE

 BiZNelERP [

CCH
Company0l
Company1l

CFU ﬂ

I i

[ Guest account enat dfor BizHetFRE

7. Once the database is checked in the upper pane, check the db_datareader role
membership in the bottom pane. Click OK.

[atabasze role membership for: master
[ db_acceszadmin

[ db_backupoperator

Server

S erver A db_datareader
[ db_datawriter
Connection; [[] db_ddladrain
SERVER2003Adrministrator [ db_derwdatareader
A¢ View connection properties [ db_dsrydatawriter
[ db_cwner

[ db_securityadrin

W public

Feady [] RSExecRole

0K I Cahcel |

A

8. If the accounting system stores company data in separate databases, repeat the
steps of checking the database and the db_datareader role for each company
database.
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9. If the SQL MetaData databases (BizInsight and BizInsightDB) are not checked, be
sure to check both of them and give the user db_datareader and db_datawriter
rights to those two databases.

|j Login - Mew - =] -
Select apage c . 2
. Scrpt + Hel
2 General ;S g Lj "
1 Server Foles
f |Jzer Mapping Uzerz mapped to thiz login:
_:: Securables b ap [atahase | [=r [afault Sehenms ~
& Status T e : ]
BizlmsightDB .|
(ol o1 I:l
O Heat -
O master -
O madel
] madb
O RepartServer
] RepotServerT empDB
1 temodh d
B Database role menbership for: Bizlnsight
Connection
[ db_acceszadmin
53"{5“ [ | db backupoperator
Idavispe db_datareader
Connection: ( db_datamriter
LOAWISPChdavis [T
) . . db_denydatareader
3 View connection properties E db:denﬁdatawriler
[] db_owner
Progress [ db_securityadmin
public
Ready
Ok | | Cancel
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Step 4: Assign rights in Reporting Services

This step probably has been addressed by the Content Installer Admin tool. In the event an
error occurred while users were being assigned security rights or you did not use the
Admin Tool to assign Bizlnsight security to the new user, follow these steps to assign them
rights to the Reporting Services items.

NOTE|If you are managing Reporting Services security with an Active Directory group, make
sure the user is a member of that group and that group has been added to Reporting Ser-
vices security.

All BizInsight users must have rights granted to them in Reporting Services. Reporting Ser-
vices uses role-based security to secure access to items managed by the report server.

IMPORTANT|Starting with the Bizlnsight build , the minimum pre-defined role necessary
for a BizInsight user is Content Manager. A script is provided in the document titled
"Installing SQL Server and Reporting Services" to create a custom role named “” that will
assign only the minimum permissions required for the XMLFast feature.

Home | My Subscriptions | Site Sett

Q SQL Server Reporting Services
& New Role Assignment Search for.l

Use this page to define role-based security for Home.

Group or user name: I

Select one or more roles to assign to the group or user.

[T Rolet Description

[~ Browser May view folders, reports and subscribe to reports.

[~ Content Manager May manage content in the Report Server. This includes folders, reports and resources.

[T My Reports May publish reports and linked reports; manage folders, reports and resources in a users My Reports folder.
[~ Publisher May publish reports and linked reports to the Report Server.

[~ BReport Builder May view report definitions.

ﬂl Cancel I New Role |

Reporting Services Security is accessed by browsing to the Reporting Services Report Man-
ager URL (ex. http://servername/reports). Go to the Application Settings dialog of your cur-
rently working BizInsight user and copy the Reporting Services URL that is listed in the
dialog. Modify the “reportserver” part of the URL to “reports” then paste into a browser.

IMPORTANT | If Reporting Services is installed on a Windows Server 2008 or higher server
and User Account Control (“UAC”) is enabled, you must elevate your privileges when you
start Internet Explorer. To do this, press CTRL+Shift and then right-click on Reporting Ser-
vices Configuration Manager and select Run as administrator.

For SQL Server Reporting Services 2005 and 2008, go to the Properties tab:
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SQL Server Reporting Services
Home

CiMNew Folder +pNew Data Source 4]Upload File 3] Report Builder

For SQL Server Reporting Services 2008 R2, click on the Folder Settings button.

SQL Server Reporting Services

~& Home

[ Mew Folder 4 New Data Source =5 Repart Builde

—_—

4 rolder Settings_é 4t Upload File

The following screenshot shows an example of a Reporting Service site with user security
configured. The user named “linda” has been given Content Manager permissions.

/= - Report Manager - Windows Internet Explorer

@?; L ] |g, htkp://server2003/Feports/Pages Folder . aspxrIkemPath=[&5electedT abld=PropertiesTab j

File Edit ‘iew Fawvorites Tools  Help
'{:‘f‘ Favarites ‘ {.:‘T;'. £ | Suggested Sites = | Free Hotmaill & | Web Slice Gallery =

@ - Report Manager

SQL Server Reporting Services
—& Home
X Delete “4F Mew Role Assignment
Security I Group or User + Role(s)
[ Edit BUILTINAdministrators Content Manager
[ Edit SERVERZ003\Administrator Content Manager
[ Edit SERVERZ2003\asinstein Content Manager
[ Edit SERVER2003\cclay Content Manager
[T Edit SERVERZ003\epicuser Content Manager
[ Edit SERVERZ2003\epresley Content Manager
[ Edit SERVERZ2003'fsinatra Content Manager
[T Edit SERVERZ2003\davis Content Manager
[ Edit SERVERZ2003\inda Content Manager
[ Edit SERVER2003\olivier Content Manager
[ Edit SERVERZ2003\mmonroe Content Manager
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Step 5: Add User to Column Based Security

If your company has implemented the Column Based Security feature, you will need to spe-
cify the items to which this user will be restricted. The Security Tool for Bizlnsight is an
application that activates or deactivates column security and configures restriction for user
access. When the column based security mode is activated, all content modules installed on
the server are impacted. See " BizInsight Column Based Security Overview" on page 85 for
more information about Column Based Security.

1. If you have not already downloaded the Bizlnsight Tools.zip., log into the BizNet
Software portal (http://biznet.flexnetoperations.com) and download the file. You
will find the tools with the BizInsight download file.

2. Extract the contents and open the Security Tool folder..

3. Double-click the Security Application.exe to launch the Security Tool.

_ioix]

Fie Edit Wiew Favortes T |
P Eack ~ &3 - (¥ | S search »
Address |5 C:iDocuments and :j a £]
Mame = I

E_EI Security Template,csw
#24 SecurityApplication. exe
j Securitydpplication.exe, config

1 | o
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Adding New Users: Step 5: Add User to Column Based Security

4. The Security Tool dialog will open.

Security Tool x|
Connect |

Semver ||

™ S0L Authentication

Uzemame I

Password I

™| Enable Security

Il Apply domain restriction it L sermane

To activate or deactivate securnity mode, pleaze check or uncheck below,

Security SOL I

Secure Column I

[Carmnit | Canfigure Lszers |

E it |

5. In the Server field, type in the Server name and, if applicable, the instance name for
the SQL Server that hosts the SQL metadata databases (BizInsight and BizInsightDB).
The connection will be made using Windows Authentication by default. Check the
SQL Authentication checkbox to switch to SQL credentials and supply those
credentials in the Username and Password fields. Click Connect.

- security Tool

X

Server |w2k3l2
™ SOL Authentication

Uzemame I

Pazsword

To activate or deactivate

= Enatle Security

Successfully connected ko the server "wZk3r2",

Xl

Ol Apply domain restiction in semame

6. If the Enable Security checkbox is not checked, security is not enabled and you can

close the tool.

BizNet Software, Inc
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Adding New Users: Step 5: Add User to Column Based Security

Security Tool

=10] x|

Server |ser\.rerZDDEr2
| ™ SQL Authentication

Usemame I

Password I

™ Enable Security

To activate or deactivate securty mode, please check or uncheck below.

Report Server URL |
Format: "http://server/reportserver”

7. Type in the user's Windows login id in the Username field.

¥ Enable Security

r Apply domain restriction in Uzemanme

semame

Yalue

N linda

If the Apply domain restriction in Username checkbox is checked be sure to

provide the domain name for the Username field.

¥ Enable SecLrity
'+ v Apply domain restriction it Usemame

Uzername

Walue

F damain®linda

8. Type in the Values to which the user will be denied access. Separate multiple values

with commas.

BizNet Software, Inc
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¥ Enable Security

v Apply domain restriction in Lsermame

|zermame Y alue
A domaintlinds E picO1,Epicd

9. When all usernames and values have been entered, click the Commit button. The
application will commit the changes to the ColumnSecurity table. Click OK to the
next two messages and the Dialog will update and display rows for each
username/value combination.

Completed x|

Security Setkings table successfully updated,

Completed x|

Izers successfully added ko the table,

Back

E uit

Uzername | Walue Impart File |
[ Epici
Marilyr Epicti Delete Row(s) |
kd arilyn Epic03
Frark Epicl6
*
ek |
e |

P s |

Frank.

E picO&

U zermame Walue [mpart File
Albert EpicOl
Marilur Epic Delete Row(s]

Commit

ik

10. Use the Delete Row(s) button to remove any entries that are not wanted. Be sure to
highlight the entire row to be deleted.
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BizInsight 5.0.35.2 Adding New Users: Step 5: Add User to Column Based Security

11. Click Exit to close the tool.

For security to be fully implemented, each Bizlnsight workstation must be configured to use
SQL metadata databases. This is covered in the section titled "Configure BizInsight" later in
this guide.
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BizInsight 5.0.35.2
izInsig (ODAC)

Step 6: Install Oracle Data Access Components (ODAC)

If your accounting system is using an Oracle database, you must install the Oracle ODBC
driver and ODP.Net on each client workstation in order for BizInsight to be able to retrieve
data from the Oracle database. If your accounting system does not use an Oracle database,
this step can be skipped.

dl Oracle Universal Installer: Summary

=10 x]
ORACLE’ 11 g
DATABASE
Summary

Oracle Data Access Components for Oracle Client 11.2.0.3.0

FOracle Data Access Components Documentation for Visual Studio 200811.2.0.3.0
FOracle Data Access Components Samples 11.2.0.3.0

Oracle Data Access Components for Oracle Client 11.2.0.3.0

|—D:acla Drata Pravider for MET 11.2.003.0

Oracle Globalzation Support 11.2.003.0

FOracle nstant Client 11.220.3.0

Oracle JOBCIOC! Instant Client 11.2.0.3.0

E—I'_'Iracle ODBC Duiverfor Instant Client 11.2.0.3.0

~Oracle One-Off Patch Installer 11.3.01.7

~Oracle Provider for OLE DE 11.2.0.3.0

~Oracle Providers for ASP.NET 11.2.0.30

=Oracle Services For Microsoft Transaction Senver 11.2.0.3.0 |:|
=Oracle Universal Installer 11,2030

P PR P mn sl el e ek B im, B e cbimra® 5 B 44 5 B 50

Help | Installed Products... | Back Medt

Theversion shown inthe screenshotis forillustration only.
Install the ODACversion appropriate foryour Oracle databse

& IMPORTANT

When installing the Oracle Client, it is insufficient to install the Runtime Engine as that
does not install the Oracle ODBC driver.

cantel |
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Step 7: Install Bizinsight

| IMPORTANT| If you are using BizInsight in a Terminal Services/Citrix environment, do not
perform the following installation steps because BizInsight is already installed on the
server. Instead, log onto the Terminal Services/Citrix server as the new user, browse to the
reg5 subdirectory of the BizInsight installation folder and double-click the file named
"Register Bizlnsight for Excel xxxx OnDemand.bat". Move to the next step, "Configure
Bizlnsight".

1. Locate the BizInsight product installation files that you downloaded from the portal
site and extract the contents.

2. Extract the .zip contents to any directory that is accessible from the client
workstation.

3. Double-click the Setup.exe.

NOTE As of the 5.0.35.2 release, there is a single Setup.exe for all supported Office
versions.

4. The installation will check to see if Microsoft .Net Framework 4.0 is installed. If not
installed, the following dialog will display. Click Accept.
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x

For the following components:

Microsoft HET Framework 4 [x86 and x64]

Pleaze read the following icense agreement. Fress the page down key to
zee the rest of the agreement,
=

MICROSOFT SOFTWARE
SUPPLEMENTAL LICENSE TERMS

MICR.OSOFT .NET FRAMEWORK 4 FOR
MTCROSOFT WITNNOWS OPFRATTMNG =

=] | i ELILA for printing

Do you accept the termz of the pending License Agreement?

If pou chooze Don't Accept, install will cloze. To inztall pouw must accept
this agreement.

Accept | | Dion't Accept I

5. The installation will then check to see if the Microsoft Office Primary Interop
assemblies for the installed Excel version are installed as well as a specific Microsoft
Update that is necessary for proper Excel add-in functionality. If not found, the
following dialog will display. Click Install.
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§§ BizInsight Setup x|

The following components will be installed on pour machine:

2007 Microzoft Office Primary Interop Aszembhes
Shared Add-in Extenszibility Update for Microsoft MET
Framework 2.0 [KB908002)

Do you wizh to install these components?

IF pou chooze Cancel, zetup will exit.

[ztall | | Cancel I

6. The splash dialog will open. Click Next to continue.

#_ 49Bizinsight
Powered By
BizNetsoftware’

Cancel < Hack | Mewt > ,E I
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7. The Welcome dialog will open. Click Next to continue.

{i BizInsight o ] [
Welcome to the Bizlnsight Setup Wizard s K T
g P #2¢Bizinsight

The installer will guide vou through the steps required to install Bizlnsight on your computer.

WARMIMG: Thiz computer pragram iz protected by copyright law and international treaties.
Unauthorized duplication or distibution of this program, or any partion of it, may result in severe civil
of criminal penalties, and will be prosecuted ta the maximum extent possible under the law.

Cancel | < Back | Memt > I

8. The License Agreement dialog will open. Read through the agreement and if you
agree with the terms, click the | agree radio button and then click Next.

LI

End-User License Agreement

Flease read the following license agreement carefully

#7¢BizNetsoftware’

4]
End User License Agreement

NOTICE TO ALL USERS: PLEASE READ THIS AGREEMENT
CAREFULLY. BY CLICKING THE T AGREE™ BUTTON AT
THE BOTTOM OF THIS PAGE OR BY INSTALLING AND
USING THE SOFTWARE. YOU AGEREE TO ACCEPT ALL OF
THE TERMS AND CONDITIONS OF THIS AGREEMENT
AND YOU AGREE THAT THIS AGREEMENT IS

CACAODOCTADTIT AC TO TT ITATY DLTDART CTORCTY DV _WVATT TLTLI

¥ 1accept the terms in the License Agreement

Print Back I Next I Cancel |
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9. Accept the default installation directory or browse to a location of your choice. Click
Next.

JRSEY

Select Installation Folder b_:JBizlnsight'

The installer will install Bizlnzight ta the following folder.

Toinstallin thiz folder, click "Mext". To install to a different folder, enter it below or click "Browse".

Falder:

C:hBizlnzight' Browsze. .. |
Dizgk Cost... |

Cancel | < Back | MHext » I

10. If you are installing a BizInsight version older than 5.0.35.1, the installer will prompt
for some key paths. Leave the fields blank and click Next. You will enter these
values in the next section.

il BizInsight —|E=
153

Application Settings #29Bizinsight"

Fleaze enter the zettings for Bizlnzight. If pou do not know the settings, just leave them blank: for
now. Per-uzer zettings can be acceszed under Application Settings later.

Shared Directony for Content files [UMC Faormatting, for example: "hserverisharename"

Shared Directory for Administration files ([UMC Formatting, for example: '"“A\serverisharename’

Reparting Services Server [Format: "http: /semver/reportzerver’]

Reporting Services Folder Hame [Mame of the folder on the reporting server where the BDLs are...

Cancel < Back | M emt > I
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11. Click Next at the Confirm Installation dialog.

i BizInsight _|O] =
15

Confirm Installation

#9BizInsight’

The installer is ready to install Bizlnzsight on your computer.

Click "Mext" to ztart the installation.

Cancel | < Back | Mt I

12. When installing Bizlnsight versions 5.0.35.1 or higher, the Enter your Configuration

Path dialog will open. If you have an app.config file produced by a Content Installer
in your Configuration Path, leave the default option. Click OK.

r

=

#3¢ Enter your Configuration Path >

How would you like to manage your application settings?

@ Centrally Managed
Impaort settings from a Configuration Path (Recommended)

) Uger Managed

lUser chooses their own settings.

If you do not have a Content Installer created app.config file, choose the User
Managed radio button to proceed. You will need to supply the key paths when
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configuring Bizlnsight for the user. When you click OK, the Import Settings Skipped
dialog will open. Click OK.

Import Settings Skipped M
N ee—

I.-”"_"\-.I The current settings are set to default. You can change the settings in
"W the application settings dialog.

13. If the Centrally Managed option was selected, click the Browse button and browse to
the Configuration Path shared directory.

#3¢ Enter your Configuration P

Flease provide the shared directory path to the configuration file.

Configuration Path

'\ zarvarname \Configuration Path| [:]

Check below if you would like to remove the existing settings and
take the settings from the configuration path.

Import Settings | | Skip

Click Import Settings.
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14. Once the installation completes, click Close.

{i BizInsight e _iol =
L

Installation Complete .:‘Bizgnsigm-

Bizlnzight haz been successfully installed,

Click "Cloze" to exit.

Fleaze use Windows Update to check for any critical updates to the MET Frameswork.

Caticel < Back | Close I

Installing Bizinsight for the Non-Administrative User

If you have installed BizInsight while logged in as a different login than the BizInsight end
user, you will need to perform the following additional steps in order to get BizInsight func-
tioning for this user.

1. After completing all of the preceding steps to install BizInsight, log out of the client
workstation and log back in as the Bizlnsight user.

2. Open Windows Explorer and browse to the reg5 subdirectory of the Bizlnsight local
directory.

3. Double-click the file named "Register Bizinsight for Excel xxxx OnDemand.bat",
where “xxxx” is the Excel version (2003, 2007, 2010 or 2013).
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4. If the workstation is running Windows 7 with User Account Control (“UAC”) enabled,
click Yes to all UAC pop-ups. Click Yes or OK to all dialogs that open.

Registry Editor

l-. #dding information can uninkentionally change or delete values and cause components bo stop working
.= correctly, If you do nok trust the source of this information in Excel2007_register_OnDemand.reg, do
not add it to the registry,

Are you sure you wank ko continue?

Yes Mo

Regsyr3iZ

—

(0| DIRegisterserver in . AbinSladx<loader. dll succeeded,
k.~

IMPORTANT |If you get the following error when running the .bat file, you must edit
the file named “Register BizInsight for Excel xxxx OnDemand.bat” to add the file
directory path to each regedit.exe line.

(%) Registry Editor X

|@]| Cannot import Excel2007_register_OnDemand. req; Error opening the file, There may be a disk or File
k. "4

swskern errar,

)4

To edit the "Register Bizlnsight for Excel xxxx OnDemand.bat", open it with Notepad
and add the file directory path to each regedit.exe entry in the file. For example:
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,l‘ Register BizInsight For Excel 2013 OnDemand.bat - Notepad
File Edit Format Wiew Help

=10l x|

re?edit.exe C:vBizInsight Excel201l3_UNregister.req
del %userprofilexsappbatasLocalsyMicrosofthofficenExcells. CUSTOMUT

LobinShadxregistrator.exe Juninstall="BizInsightxL.d11" Apriwvileges=user
LbinShadxregistrator. exe Snstall="BizinsightxL.d11" fprivileges=user
regedit.exe CiNBizInsighthyExcelZ0l3_register_onbemand.req

del %userprofilexiLocal Settings\np?1ication patasmMicrosofthofficeNExcells. CUSTOMUL
a

=

5. When the .bat file completes, start Excel and continue with the next steps.
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Step 8: Configure Bizinsight

1. If you used the Content Installer to create an app.config file to use for Centrally

Managed settings, you can skip this step.
You will need to know the paths for the Bizinsight implementation. Go to the server
and start the Content Installer. Click on the Relevant Information link and make a

note of the values shown.

Relevant Information

If you cannot find the Content Installer on the server, you can get the necessary
information from an existing BizInsight workstation, if one exists. Open Excel on a
workstation where Bizinsight is installed, click on the Application Settings button
on the BizInsight ribbon and copy the values provided for the Configuration Path,
the Administration Path, the Default Reporting Services Server and the Default
Reporting Services Folder Name fields.
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ol

[T Use settings from Configuration Path.

—BizInsight Settings
Configuration Path Configure SQL |

{\\SERVER2008R2"Configuration Path | |
Folderornetwork share where the Bzlnsight.biz and Bzln=sightDE bz are stord.

Administration Path

IS ERVER2008R2" Administration Path

Metwork share where yourlicense file and userfiles are stored .

Opticns
¥ Enable Formula Editor Pop-up [T Persist SQL Authentication
¥ Enable Refresh Timer Clear Credentials |

[T Enable Cache Information Dialog

Local Content Path |
¥ Enable XMLFAST

[ Enable Startup Messages Calculation Settings |

[T Use Advanced Expression Editor Account Definitions |

—Reparting Services Default Settings

Default Reporting Services Server

Il'rl'tp J/SERVERZ008R2/Report Server

Format: "http://serverrepontsaner

Default Reporting Senvices Folder Name

ISunGard Anabysis

Fullname of the folderon the reporting services servaerwhare tha RDLs are deployed.

Click on the Configure SQL button to see if the client workstation is configured for
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SQL metadata databases. If this dialog is configured, make a note of the values.

SQL Server MetaData Connection El

v Use SGL Server for MetaData
[T Use SGL Authentication

Uzermame I

FPazzward I

D atabaze zerver and inztance

IserverEDDSHbizneﬂ

SOL connection information for Bizlhzight databaszes
Databaze instance name not required if using default

2. While logged in as the BizInsight end user, open Excel.
The next steps depend on whether you chose the Centrally Managed option at the
end of the Bizlnsight installation or chose to manage your settings at the user level.

Click here to jump to the Centrally Managed steps.

If you installed an older BizInsight version that prompted for these paths during
installation, follow the User Managed Settings Steps.

User Managed Settings Steps (blue background)
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3. If you receive the following dialog, click Skip.

-

#3¢ Enter your Configuration Path @

Flease provide the shared directory path to the configuration file.

Configuration Path

Check below if yvou would like to remove the existing settings and
take the settings from the configuration path.

[+ Take settings from the configuration path

| Import Settings | Skip

Click OK to the next message regarding the use of default settings.

-

Import Settings Skipped @
[

‘-.I The current settings are set to default. You can change the settings in
¢ the application settings dialog.

If you receive the following error, go back to the server and grant the user Bizinsight
security rights, see "Assign BizInsight Security to Users" on page 91.
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Access Denied ﬁ

& The user PC\Dan is authorized with Mo access rights. Please check your
# license and users file,

OK

4. The Application Settings dialog will open. If it does not open, click on the
Application Settings button on the BizInsight ribbon.

[~ Use settings from Configuration Path.

BizInsight Settings

Configuration Path Configure SQL
[C:\BizInsigh]

Folderornetwork share where the Bizlnsight.biz and BizinsightDB . biz are stord.

Administration Path

|C “\Bizlnsight".

Metwork share whare your licansa file and userfilez are storad

Options

¥ Enable Formula Editor Pop-up I” Persist SQL Authentication

[¥ Enable Refresh Timer Clear Credentials

™ Enable Cache Information Dizlog

Local Content Path
[v¥ Enable XMLFAST
¥ Enable Startup Messages S I S
™ Use Advanced Expression Editor Account Definitions

Reporting Services Default Settings

Default Reporting Services Server

http://servemame.feportserver

Fommat: "htp://sarverreportsener

Default Reporting Services Folder Name

Folder Name

Fullname of the folderon the reporting services serverwhere the RDLs are deployed.

Perform the following steps:
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a. Provide Essential Paths
You must provide values for the Configuration Path, the Administration
Path, the Default Reporting Services Server and the Default Reporting
Services Folder Name fields.

{2 Application Settings

I Use settings from Configuration Path.

Bizlnzight Settings

Configuration Path Configure SQL

|C:"-.Biz Insight
Folderornetwork share whers the Bzlnsight. bz and BzlnsightDE . bz are stord.

Administration Path

MNetwork share where your license file and userfiles are stored .

Options
[ Persist SQL Authentication (Session Only)
[+ Enable Startup Messages

[+ Enable Refresh Timer Clear Credentials
[ [ Enable Cache Information Dialog ~ Local Content Path
¥ Enable XMLFAST Calculation Settings

[~ Use Advanced Expression Editor  #ccount Definitions

Reporting Services Default Settings

[ Ensble Formula Editor Pop-up

Default Reporting Services Server

||'rttp:ff’sewemamefreportsewer '_—

Format: "hitp://sarverreportsener

Diefault Reporting Services Folder Name

|FD|E|EF Mame

Fullname of the folderon the reporting services serverwhere the RDLs are deployed.

'

You should have looked up these values at the start of this section.
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b. SQL Credentials Steps (skip if not using SQL credentials for data retrieval
from the Accounting database)

If you configured the Reporting Services data source to use SQL credentials
during content deployment, check the Persist SQL Authentication checkbox.

Application Settings - |E||i|

—Bizlnsight Settings

Configuration Path Configure SOL |

I'\'\$ervemame'\8izInsightShare'\EnnfiguratinnF’ath |
Folder ar netwark share where the Bizlhsight biz and Bizlhsight DE biz are soed.

Administration Path

I'\'\$ervemame'\8izInsightShare\.&dministratinnPath _I
Netwiark share where your license file and user files are stared.

Optionsg

¥ Enable Formula Editar Pop-up G Persist SOL Authentization [Session DHD
[¥ Emable Refresh Timer ¥ Erable Startup Mezsages

¥ Enable Cache Infarmation Dialg Clear Credentials |

c. Click on the Local Content button. If the default path displayed is not a local
directory, click on the Override checkbox and change the path to a directory
that resides on the local computer, C:\BizInsight is suggested.
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Establish Local Content Path x|

[~ Overmide

Local Content Path

l WdeserveriUserProfilesiinda - I

Userfolderon this machine where content can be stored.

Re-directed profile directory

Establish Local Content Path x|

v Override

Local Content Path

Ic MBizlnsight I

Userfolderon this machine where content can be stored.

Cwerride to local directory

d. SQL MetaData Databases and Column Security Steps

If the Bizlnsight SQL metadata databases (BizInsight and BizInsightDB) were
implemented during the server setup, click on the Configure SQL button. If
the Application Settings dialog does not have this button, Bizlnsight is not
the right version. You need to uninstall and install the most current BizInsight

version.
Application Settings - 10| x|
Bizlnzight Settings
Configuration Path ( Configure SGL i }

Folder ar network share where the Bizlnsight biz and Bizlnsight D'E biz ane stoed.

Adriniztratinn Path

IMPORTANT |This step is essential to complete Column Based security
configuration. See " Bizlnsight Column Based Security Overview" on page 85
for more information about this optional security feature.
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i. Check the Use SQL Server for MetaData checkbox and enter the SQL
Server name, and instance name if applicable, where the BizInsight
SQL databases (Bizlnsight and BizlnsightDB) are located. The format
should be servername\instancename.

S0L Server MetaData Connectin El

v Use SGL Server for MetalData
[T Use SOL Authentication

|l zermame I

Pazzword I

D atabaze server and instance

[

SOL connection information far Bizlnzight databases
[ atabaze inztance name not required iF wzing default

ii. If users will be connecting to the SQL metadata databases using SQL
authentication, check the Use SQL Authentication checkbox. You will
get the following Warning message indicating that the credentials
provided will be stored in clear text in a configuration file in the user’s
profile.

SQL Authentication Warning _ x|

You have enabled SOL Authentication for metadata connections.
! . This information will be stored in an unencrypted Format
in the user profile configuration file,

Uncheck this option if vou wish to use Windows Authentication,
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Click OK and enter a valid SQL login and password with appropriate
rights to the SQL MetaData databases. Click OK.

S0L Server Metalata Connectiol x|

v Use SGL Server for MetalData
v Use SOL Authentication

|l zermame Ibizuser

xxxxxx)1

Pazzword I

D atabaze server and instance

SOL connection information far Bizlnzight databases
[ atabaze inztance name not required iF wzing default

IMPORTANT | This dialog allows you to use a different method of
connectivity to the BizInsight MetaData databases than for the

accounting system database.

e. Close the Application Settings dialog.

5. Re-start Excel.
6. Click on the BizInsight tab and then click on the BizInsight Explorer button to load

the Navigation Pane.

EEXE QBN

peega  Expression Offline Sawe Changes Scan for  BizMet  Shout
s Caches  Editor to Bizlnsight Content Assistant

Bizlnsight Reporting and &nalytics

7. Skip to the next white background step.

Centrally Managed User Settings (green background)
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8. If you are using Centrally Managed settings, you will see Scan for Content run when
you first open Excel. Click OK and restart Excel.

X C:'BizInsight',

ScanForContent

Scan For Conkent has completed, Please restart Excel and continue your
work,

9. You should see the Navigation Pane display on the left side in Excel.

=] B Bookl - Bxcel 7 B - A X
HOME = INSERT  PAGELAVOUT  FORMULAS ~ DATA  REVIEW  VIEW  Bidnsight |
= d | Calibri T = o [ Conditional Formatting - Bl |
- B I U- AN 57 Format as Table~
Paste Bf P LU A A ignment Number &7 Tormet as Table Cells  Editing
LN . SHeA- - - Ecestyles - -
Clipboard Font LF] Styles ~
K] - Fe v
» A B c D E F d H 1 -
1
2
el
-
E
E‘P
1]
c
W5
m| 7
g
....... 9
10
"
11
L) 12
13 -
»
2 Sheetl ® 3 .

10. If you receive the following error, go back to your server and make sure all of the
configuration changes have been made for XMLFast (see "CheckTCP/IP, SQL
Browser and Firewall Exceptions" on page 63) and make sure the end user has the

db_datareader and db_datawriter permissions to the SQL metadata databases (
BizInsight and BizInsightDB).

=T

There was & problem locating a walid .biz file. Please consult your administrator for help.

[ Don't ask me again. Please suppress all futher emor messages.
Y

Click OK to this message as well as the one that follows:
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SQL Connection Failed £

_"‘-.I Unable to connect to SQL Server. Please verify your connection to SQL
‘S Server and your rights to access the SQL metadata databases. Go to the
Application Settings -» Configure SQL button to test your connection,

oK

If you receive the following error, go back to the server and grant the user Bizlnsight
security rights, see "Assign BizInsight Security to Users" on page 91.

Access Denied @

% The user PC\Dan is authorized with Mo access rights. Please check your
& license and users file,

You are now ready to test the installation. Proceed to "Verify the Bizlnsight Installation™.
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Step 9: Verify the Bizinsight Installation

Locate an existing BizInsight report to use to verify the installation. Open the report, right-
click anywhere in the report and choose BizNet Refresh.

A Insert Comment

'ff' Eaormat Cells..,
Fick From Drop-down List.,,
Mame a Range...

) Hwperlink...

=]

BizMet Refresh

o Eizklet DrillDowen,.. +
“Firns F
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Step 10: Install Bizinsight Desktop Edition

If your company is using both GL and System Connectors, the Bizlnsight Desktop Edition
product must also be installed on the client workstation.

1. Download the BizInsight Desktop Edition product from the customer portal site,
http://biznet.flexnetoperations.com.

2. Extract the contents and double-click the setup.exe

3. The installer will prompt to download the BizNet API. Click Install.

_:J' Bizlnsight - Desktop Edition Setup -|

The following componentz will be inztalled on wour machine:

BizMet APl 1.0.3

Do you wizh to install theze components?

[f you chooze Cancel, setup will exit.

| [nztall | | Cancel

& IMPORTANT

If the .msi is run before running the setup.exe, the following error will occur:

i S h The BizMetP| is required for this program. Install BizMetdPl and then
o retry

]34
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4. If a User Account Control dialog opens, click Yes.

5. The End User License Agreement dialog will open. Review the license terms and if
you agree with the terms, select the I agree radio button and click Install.

ﬁ Bizlnsight - Desktop Edition Setup — (=] -|

Please read the BizInsight - Desktop Edition
License Agreement

End User License
Agreement
(Subscription Based)

NOTICE TO ALL TSERS: PLEASE READ
THL: AGEEEMENT CAREFULLY BY
CLICEING THE “I AGEEE™ BUTTOI AT
THE BEOTTOM OF THL: PAGE OE BY
INSTALLIN G AND TNSING THE v

[#] I accept the berms in the License Agresment

Back Install | | Cancel
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6. Click Finish when the installation completes.

ﬁ Bizlnsight - Desktop Edition Setup — (=] -|

Completed the Bizlnsight - Deskitop
Edition Setup Wizard

X

Click. the Finish button ko exit the Setup Wizard,

Back. Cancel
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Manually Installing BizContent Add-ins

If you are using a BizInsight version that is older than , you will need to register the BizCon-
tent add-ins manually in Excel. BizNet Software recommends upgrading to the latest
BizInsight version but if that is not possible, perform the following steps:

1. Browse to the Bizlnsight shared directory and copy the content add-in files (.dll, .xll
and .dna) to the directory to which you installed the Bizlnsight client. If you are
using separate config and admin folders, the client add-in files will be in the config
folder.

=B
|@\_)‘~7‘| .+ 0S(C:) v Bizlnsight = v 23| search Biztnsight E‘

Organize *  Includeinlibrary «  Sharewith ~ =+ i .E.

,bing
Jregs
|| BizMetERP. Il
| 7| BizMetERP. dna
15 BizMNetERP. xIl
[#} ©pen a Support Issue

G items

The remaining steps vary based on the Office version installed:

Office 2010/2013 steps
Excel 2007 steps
Excel 2003 steps

Excel 2010/2013

1. Click on File > Options.



@

MNew

Print

Help

Home

o 0 - |5

Insert

Save & Send

I :] Options R; l

Ed Eait

Click on Add-ins in the left pane and then click on Go at the bottom on the

right pane.

2l
G 1
— ‘_% View and manage Microsoft Office Add-ins.
Formulas
Pracfing Add-ins
Save Name - [Location [ 1ype [
Active Application Add-ins
Language Bizinsight CABinsightibinS\adlcader.dl COM Add-in
1 Advanced BizinsightXL.Foundation CAWIndows\SysWOWed\mscoree.dil Excel Add-in
I customize Ribbon Inactive Application Add-ins
Analysis TaolPak S deg\Officel &\Librany Analysis\ANALYS32 XKLL Excel Add-in
N quick Access Toolbar Analysis TaolPak - VBA C\.Officeld\Library\Analysis\ATPVBAEN.XLAM  Excel Add-in
1 Custom XML Data . Bl \Microsoft Office\Officel\OFFRHD.DLL  Document Inspector
Add-Ins Date (MU Jesimicrosoft shared\Smart Tag\MOFLDLL  Action
Eura Currency Tools £t Office\Otficel 4\Librar\ EUROTOOLXLAM  Excel Add-in
Trust Center Financial Symbal (ML) . les\microsoft shared\Smart Tag\MOFLOLL  Action
Headers and Footers .6l \Microsoft Office\Office1\OFFRHD.DLL  Document Inspector
Hidden Rows and Columns C.[\Microseft Ofice\Officel\OFFRHD.DLL  Document Inspector
Hidden Worksheets B \Mirosoft Office\Oficel HOFFRHD.DLL  Document Inspector
Inwisible Content C\.6f\Microsoft Office\Officel \OFFRHD.DLL  Document Inspector
Micrasaft Actions Pane 3 XML Expansion Pack
Solver Add-in C..ce10Micel 4 Librany\ SOLVERISOLVERXLAM
Document Refated Add-ins
Disabled Application Add-ins —_—
Mo Add-ins =

Add.in: Blzinsight
Publisher: «Monex
€ No avallable
Location: C\Bizinsight\bin5'adxloader.dil
Description:  AddinModule

Manage: [Excel Add-ins

i |




2. In the Add-ins dialog, click on the Browse button.

fradms 2 x|
t Add-Ins available:
Analysis ToolPak ;l oK |
™ analysis ToolPak - vBA
\Fl BizInsight¥L . Foundation

™ Euro Currency Tools
™ Solver Add-in

Automation... |

=
~BizInsight¥L.Foundation
ProgID: BizInsight¥L.Foundation

3. Browse to the directory to which you installed Bizinsight and select the .xll
file in that directory. Then click OK.

x
e - ——
Qk_)v | . = Computer ~ Local Disk (C:) - BizInsight = - ml Search Bizlnsight (O]
Organize v  New folder = + [ @
@ Microsoft Eiced Mame “ | Date modified | Type
bin5 8/17/2013 11:50 AM File folder
W Favorites | regs 8/17/2013 11:50 AM  File folder
B Desktop B BizNeteRP 2/2/2012 11:19 AM  Microsoft Ex
& Downloads
i~_" Rttt Pl [#l| Open a Support Issue 5/9/2013 12:32 AM Internet Sha
- Libraries
3 Documents
J‘r Music
[&5] Pictures
B videos
1M Computer b
£, Local Disk (c3)
>l | i
File name: | BizNetERP =] Jaddns |
Tools - oK | Cancel |
4




The Add-ins dialog should now look like the following:

Add-Ins available:

Analysis ToolPak =]
[ Analysis ToolPak - VBA
|l BizInsight¥L . Foundation
[V BizhetERP
I Eurc Currency Tools
™ solver Add-in

Cancel
Browse...

Automation. ..

==
=

[

—BizInsight¥L.Foundation
ProgID: BizInsightXL.Foundation

4. Click OK.



Excel 2007

1. Click on the Office button and then click on the Excel Options button.

@Hq c- @
Bl

Recent Documents
Hew

1 BizPropertySheet.ulsy =l
L | ¢
(£ Open 4 Balance Sheet.xlt =]
3 Balance Sheet.xls =
4 SetGlobalProperties.xlsx -l
b =
lﬂ Save As
LE?] Print ,
-5% Prepare »
Lﬁ Send  *

‘:.:L. Publish *

*
] Close




Click on Add-ins in the left pane and then click on Go at the bottom on the
right pane.

2
Senesl “% View and manage Microsoft Office Add-ins
Formulas
Pracfing Add-ins
Save Name - [Location [1ype [
Active Application Add-ins
Language Bizinsight CABinsight\binS\addloader.dl COM Add-in
1 Advanced BizinsightXL.Foundation CAWIndows\SysWOWEd\mscoree.dil Excel Add-in
| customize Ribbon Inactive Application Add-ins.
Analysis ToolPak dee\Officeld\Libran/ Analysi\ ANALYS3Z.XLL  Excel Add-in
| quick Access Toolbar Analysis TaolPak - VBA C\.Officeld\Library\Analysis\ATPVBAEN.XLAM  Excel Add-in
: Custom XML Data B\ Microsoft Office\Officel 4\ OFFRHD.DLL  Document Inspector
Add-Ins Date ML Jesimicrosoft shared\Smart Tag\MOFLDLL  Action
Eura Currency Tools .t Office\Otficel 4\Library EUROTOOLXLAM  Excel Add-in
Trust Center Financial Symbal (ML) A les\microsoft shared\Smart Tag\MOFLDLL  Action
Headers and Foaters T\ &l\Microsaft Office\Officel \OFFRHD.DLL  Document Inspector
Hidden Rows and Columns B\Microsoft OFfice\OfficelA\OFFRHD.DLL  Document Inspector
Hidden Worksheets A B]\Mitrosoft Office\OMicel \OFFRHD.DLL  Document Inspector
Inwisible Content C\.6)\Microsaft Office\Officel 4\ OFFRHD.OLL  Document Inspector
Micrasaft Actions Pane 3 XML Expansion Pack
Selver Add-in Chee\Officel4\Libran/ SOLVER\SOLVER.XLAM  Excel Add-in
Related Add-ins
e
Bizinsight
Publisher:  <MNonex
! C No available
Location: C\BizinsightibinSladloader.dil
Description: AddinModule
Manage: |Excel Add-ins

o] _am |,




3. In the Add-ins dialog, click on the Browse button.

fradms 2 x|
t Add-Ins available:
Analysis ToolPak ;l oK |
™ analysis ToolPak - vBA
\Fl BizInsight¥L . Foundation

™ Euro Currency Tools
™ Solver Add-in

Automation... |

=
~BizInsight¥L.Foundation
ProgID: BizInsight¥L.Foundation

4. Browse to the directory to which you installed Bizinsight and select the .xll
file in that directory. Then click OK.

x
e - ——
Qk_)v | . = Computer ~ Local Disk (C:) - BizInsight = - ml Search Bizlnsight (O]
Organize v  New folder = + [ @
@ Microsoft Eiced Mame “ | Date modified | Type
bin5 8/17/2013 11:50 AM File folder
W Favorites | regs 8/17/2013 11:50 AM  File folder
B Desktop B BizNeteRP 2/2/2012 11:19 AM  Microsoft Ex
& Downloads
i~_" Rttt Pl [#l| Open a Support Issue 5/9/2013 12:32 AM Internet Sha
- Libraries
3 Documents
J‘r Music
[&5] Pictures
B videos
1M Computer b
£, Local Disk (c3)
>l | i
File name: | BizNetERP =] Jaddns |
Tools - oK | Cancel |
4




The Add-ins dialog should now look like the following:

Add-Ins available:

Analysis ToolPak =]
[ Analysis ToolPak - VBA
|l BizInsight¥L . Foundation
[V BizhetERP
I Eurc Currency Tools
™ solver Add-in

Cancel
Browse...

Automation. ..

==
=

[

—BizInsight¥L.Foundation
ProgID: BizInsightXL.Foundation

5. Click OK.



Excel 2003

1. Click on Tools > Add-Ins

£ Microsoft Excel - Book2

9] Fle Edt View [nsert Format | Tools | Data  Window Hep
TN - NEWETNE RN Vi B 7 |l
Bl - A~ L Research... AR+Click
Ti A B C ‘$ Error Checking... G
:' ; lﬁpﬂﬂh b
; |i Shared Workspace. ..
= % Share Workbock. ..
'E [ 5 1 Track Changes ¥
% I Compare and Merge Workbooks..
5 B Brotection v
ER
En Online Collsbor stion 3
E Goal Seek. ..
% Scenarios. ..
14 | Formula Auditing ¥
% Macro 3
7 Add-Ins... Iy
18 =5 AukoCorrect Options. ..
% Customize. ..
21 Cptions. ..




2. In the Add-ins dialog, click on the Browse button.

fradms 2 x|
t Add-Ins available:
Analysis ToolPak ;l oK |
™ analysis ToolPak - vBA
\Fl BizInsight¥L . Foundation

™ Euro Currency Tools
™ Solver Add-in

Automation... |

=
~BizInsight¥L.Foundation
ProgID: BizInsight¥L.Foundation

3. Browse to the directory to which you installed Bizinsight and select the .xll
file in that directory. Then click OK.

x
e - ——
Qk_)v | . = Computer ~ Local Disk (C:) - BizInsight = - ml Search Bizlnsight (O]
Organize v  New folder = + [ @
@ Microsoft Eiced Mame “ | Date modified | Type
bin5 8/17/2013 11:50 AM File folder
W Favorites | regs 8/17/2013 11:50 AM  File folder
B Desktop B BizNeteRP 2/2/2012 11:19 AM  Microsoft Ex
& Downloads
i~_" Rttt Pl [#l| Open a Support Issue 5/9/2013 12:32 AM Internet Sha
- Libraries
3 Documents
J‘r Music
[&5] Pictures
B videos
1M Computer b
£, Local Disk (c3)
>l | i
File name: | BizNetERP =] Jaddns |
Tools - oK | Cancel |
4




The Add-ins dialog should now look like the following:

Add-Ins available:

Analysis ToolPak =]
[ Analysis ToolPak - VBA
|l BizInsight¥L . Foundation
[V BizhetERP
I Eurc Currency Tools
™ solver Add-in

Cancel
Browse...

Automation. ..

==
=

[

—BizInsight¥L.Foundation
ProgID: BizInsightXL.Foundation

4. Click OK.



CheckTCP/IP, SQL Browser and Firewall Exceptions

The XMLFast feature added in an earlier Bizlnsight build requires the following server con-
figuration changes:

e The TCP/IP protocol must be enabled for SQL Server and the SQL Browser Service
must be running. see "Enable TCP/IP" below.

« Server firewall exceptions must be added for TCP Port 1433, UDP Port 1434 and a pro-
gram exception for sqlservr.exe. see "Add Windows Firewall Exceptions" on page 69

Customers are strongly encouraged to make these changes in order for the XMLFast fea-
ture to work. While the XMLFast feature can be turned off on the client workstation in
Application Settings, doing so will result in significantly slower data retrieval times.

Enable TCP/IP

1. Click on Start > All Programs > Microsoft SQL Server 2008 (2008 R2) >
Configuration Tools > SQL Server Configuration Manager.

[} i) Analysis Services |
Siky ([T Microsoft Visual Studio 2008 QI Configuration Tools
Startup » 7] Integration Services ’
Adminisiraty a @
() Windows Powershell 1.0 » I Perfarmance Tools b
Inkernet Explorer |, Tmport and Export Data (32-bit SO Server Installation Canter
\g Manage Your f i it i (ozet) o sal
() Outlook Express 4 5QL Server Business Inkeligence Development Studio

)w‘ T ‘,_' Remate Assistance 45 SQL Server Management Studio
indows Exp

() Administrative Taols 3
E"' Microsoft Offi (7] Microsoft SQL Server 2005 3
s 200 ) Microsoft Visual Studi 2005 »
[ Sage Software »
2= SOL Server Pt =
4 7Zip v
T [ adobeReader
SQL Server Mar
X SSJ die () Pervasive »
[ Microsoft Office »
@ Hotepad () Notepad++ »
() Bizhet Software: »
SQL Server Car _ _—
Farager #¢ Bizhlek License Admiistration Tool
[ Sage PRV
.y SOL Server Bus
‘@ Tnteligence Dey () 52ge PRW L
() Epicor XL Conneck 3
’ @ Content Packag () Epicor 30 Connsct 3.05 5P1 For Entsrpriss AM Contert Fack #
{77 ¥ Connect EPICI0SGL 10,110 Content Instaler v
SQL Server Surl
| Configuration [ Bizlnsight DYSLGL 1,0.2.0 Conkent Installer v
) BizInsight BizMetERP_GL 1,0,0,0 Content Installer »
Bl Content Architect 3
[ Content Architect SDK »
[ Content Packager »
i/ start J [E @& [0 # Connect Epic9aP 1.0,4.0 Content Installer 3

2. Expand SQL Server Network Configuration and select the Protocols for
InstanceName that corresponds to the SQL Server instance that hosts the
accounting system database.



':m Sql Server Configuration Manager

File  Action Mew Help

&« = B 5B 2

@ AL Server Configuration Manager (Local)

e S0L Server Services

EE 0L Server Metwork Configurakion
Protocols For MSSCLSERYER.

- [ Protocols for sQL200S

S0QL Mative Client 10,0 Configuration

Protocol Marme | Skakus |
T Shared Memary Enabled
W Mamed Pipes Disabled
W TCRIP Enabled
WOVIA Cisabled

3. Verify that the TCP/IP Protocol is "Enabled". If itis not enabled, double-click on the
protocol and change its properties to enabled. You will receive a warning that the

service will need to be stopped and restarted:

Warwing [

I-o-l Any changes made will be saved; however, they will not take

' effect until the service is stopped and restarted.




4. Go to the SQL Server Services section. Select the SQL Server service and click on

the restart the service button.

z'}' SQL Server Configuration Manager

File  Action \View Help

e |7 E= H®W

% SQL Server Configuration Manager (Local)
SQL Server 2005 Services
Bl E SOL Server 2005 Metwork Configuration
B~ Protocols for SQL2005
.. S0L MNative Client Configuration

| state

Restart service
‘f@'b‘qrséruer FullText Search (SQL2005)
% S0L Server (SQL2005)
SQL Server Reporting Services (SQL2005)
150l server Agent (SQL2005)
@SQL Server Browser

Stopped
Running
Running
Stopped
Running




5. In the SQL Server Services section, verify that the SQL Server Browser service is
started. If itis not, double-click on the service to open the service properties.

SOL Server Browser Properties : ﬂﬂ

Lag On I SErvicel .ﬁ.dvancedl

Log on as:

&+ Builtin account

3 W S o

I Local Service j

£ Thig account;

Account Mame: I Browse |

Paszword: Ixxxxxxxxxxxxxxxx

Canfirm pazsward: Ixxxxxxxxxxxxxxxx

Service statuz: Runring
Sibart | Stop | Pauze | Bestart |

0k, I Cancel | Spply | Help |




6. Click on the Service tab and make sure the Start Mode is set to "Automatic".

SQL Server Browser Properties ﬂﬂ

LogOn Semice I.-'-‘-.dvanc:edl

H General
Binary Path “Z:\Program Files\Microsoft S0L Sen
Error Control 1
Exit Code n
Hosk Mame SERYERZ00Z
MName S0L Server Brawser
Process ID 2096
SOL Service Type SOL Browser
Start Mode Automatic =
State #utomatic
Disabled
ranual
Start Mode

The stark mode af this service.,

k. I Cancel Apply Help




7. On the Log On tab, click on the Start button to start the service

SOL Server Browser Properties

Eestart




Add Windows Firewall Exceptions

This step may not need to be performed if the Windows Firewall is turned off on the server.

Server 2003 (click here to go to the Server 2008 instructions)

1. Click on Start > Control Panel > Windows Firewall

Adminisirator

% Stored User Mames and Passwords
ﬂ System

a Taskbar and Start Menu

m Y¥Muware Tools

a windows Card3pace

J Manage Your Server

f\-. ]
- ( Windows Explorer

% Adrministrative Tools

Li SCOL Server Managemenk
'ﬁ Skudio eﬁr Conneck To 4
s SO Server Business }-\:',fé Printers and Faxes

ﬁ Inteligence Cevelopment ...

e g’) Help and Suppart
).) Search
% a0L Server Configuration

IManager E? Run. .

=
il il Data Sources [ODEC)
=1}

E‘ﬁ . '= 1Mas 20 Deskkop

all Programs  #

Log Cff E Shut Down

distart | [ & |



2. On the Exceptions tab, click the Add Port button.

%= Windows Firewall

Gereral Exceptions |.-'1‘-.|:|van|:eu:||

Windows Firewall iz blocking incoming network, connectionz, except for the
programs and services selected below. Adding exceptions allows some programs
ko wiark, better but might increase your security righ.

Programs and Services:

M amne |
File and Frinter Sharing
[ Remate Deskiop
O UPAP Framewark,

Add Prograr. .. Add F'grt..? | Edit... Lelete

¥ Dizplay a notification when ‘Windows Firewall blocks a program

k. I Cancel




3. In the Add a Port dialog, enter a name for the exception entry and type "1433" for
the port number. Click OK.

x

I1ze theze settings to open a port through Windowes Firewall. To find the part
number and protocol, consult the docurmentation For the program or zervice pou
want to use.

Mame: |TCP 1433

Bort number: I'I 433

= TCF " UDP

Change scope... | ] 4 I Cancel

4. Add asecond port exception for UDP 1434,

x

Ilze theze settings to open a port through *indows Firewall. To find the port
number and protocol, congult the docurmentation for the program or service you
want to use.

e ILIDF'1434

Port number: I'I 434

- = UDP

Chahge zcope.. | | aE. I Cancel




5. Click the Add Program button then click the Browse button

Add a Program

To allow communications with a program by adding it to the Exceptions list,
zelect the program, or click Browse to zearch for one that iz not listed.

P

Programs:

ﬁ‘@ Data Profile Wiew
“%'5‘ Databaze Engine Tuning Adwisor
“%'5" D atabaze Engine Tuning Adwizor
B Databaze Lpdate Wizard
l_.":] Deployrment ‘Wizard
l_.Jj Deployrment ‘wizard

4 Execute Package Ltility

D Impart and Export Data [32-hit]
E |nternet Explarer

&/ MagicDisc j
Path: IE:'\P‘ngram Filezh{-ZiphFzF . exe Emwse___g |
Chanhge scope. .. | | aF. I Cancel |

6. Browse to the SQL Server installation’s Binn directory and select sqlservr.exe.

2l

=) Birn

Look in:

Dezktop
ﬂﬂ My Documents
:J ky Computer
4 3% Flappy (4:)
“ee Local Digk [C:)

3 M550LT
3 Ms50

DD Dinivve (O]

4 My Recent Documents

|53 Pragram Files
53 Microsoft SOL Server

o [ W S

This location will vary
depending on where
SAL Server was
installed

0_S0.MSSOLSERVER
L




Lioak i IE}Binn j e d' ® B

hResources

) Templates

™| Databasemail exe
"DCEXEC.ERE
| Fdhost . exe
—|Fdlauncher. exe

by Documents

s B
!
— ™ xpadsi.exe

by Computer

File narme; Isqlsewr.e:-ce Open

i ]

Files of tupe: I.-’-‘-.pplin::atin:nns [*.eme:” com;” icd) Cancel

7

7. Close the Firewall dialog after making these additions.

Server 2008

1. Click on Start > Administrative Tools > Windows Firewall with Advanced Security



[Ed system Configuration
@ Task Scheduler

I
| X5 Microsoft Office Excel 2007
- -
Control Panel

. | Ease of Access Center B ) s Firewall with Adva curity
L Administrative Ti »

SQL Server Configuration Manager

Help and Support

Run...

Windows Security

3 All Programs
IStart Search @ (D | ﬂ | * |
[fstart | Zomm & |

2. Click on Inbound Rules.

I
il ™ Windows Firewall with Advanced Security

File Action View Help

&= = =

Windows Firewall with Advanced 5

&3 Inbound Rul
% Cuthound R [
29 ﬁ Windows

¥ Connection Security Rules
B Monitoring

3. Click on New Rule.

]
B D Gl Taeaiedl whli ahirmesdd Security [_ (O] x|

File Action View Help

&= %m|= 3=

fo%c] Inbound Rules = T .
% Outbound Rules —— _
:‘;_ Connection Security Rules ':Q'MICI'OSD'& Office Groove ﬂ New Rule... h
B, Monitoring '.Q'Microsof‘t Office Groove :
'Q'Miaosof‘t Office OneMote S Filter by Profile »
'@'Microsof‘t Office OneMote ST Filter by State b
@ Microsoft Office Cutiook
= S T iR S Filter by Group 3




4, Choose the Port radio button and click Next.

! e
N :* New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:
+ Fille Type What type of nule would you like to create?
» Protocol and Ports
@ Action " Program
@ Profile Rule that controls connections for a program.
@ Name ' Port

Rule that controls connections for a TCP or UDF port.

Rule that controls connections for a Windows experience.

" Custom
Custom rule.

Leam more about ule types

<Back [ Net> Cancel




5. Leave the TCP option selected and type in port 1433. Click Next.

- - -

"" ew Inbound Rule Wizard
Protocol and Ports

Specify the protocol and ports that this rule matches.

Steps:

s Fule Type Does this rule apply to TCP or UDP?
¢ Protocol and Ports ~ TCP

@ Action " UDP

@ Profile

@ Name

Does this rule apply to all local ports or specific local ports?

" All local ports
&+ Specific local ports: [1433
Example: 80, 443, 8080

Leam more about protocol and ports

<Back |[ Net> | Cancel
L®




6. Leave the Allow the connection radio button selected and click Next.

o S s
j % New Inbound Rule Wizard

Action

Specify the action that is taken when a connection matches the condttions specified in the rule.

Steps:

@ Rule Type What action should be taken when a connection matches the specified conditions?

» Protocol and Ports

s Action {* Allow the connection

& Frofie Allow connections that have been protected with |Psec as well as those that have not.
» Name " Mlow the connection if it is secure

Allow only connections that have been authenticated and integrity-protected through the use
of IPsec. Connections will be secured using the settings in IPsec properties and rules in the
Connection Security Rule node.

] Require the connections to be encypted
Require privacy in addition to integrity and authentication.

I~ Ovenide block niles
Useful for tools that must always be available, such as remote administration tools. Fyou
specify this option, you must also specify an authorized computer or computer group.

" Block the connection

Leam more about actions

<Back || Net> Cancel




7. Uncheck the Public checkbox (unless users are connecting using a public network
location) and click Next.

I o
j ™ New Inbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

Steps:
s Fule Type When does this rule apply?
» Protocol and Ports
& Action ¥ Domain
s Profle Applies when a computer is connected to its corporate domain.
5 Mame ¥ Private

Applies when a computer is connected to a private network location.

I Public
Applies when a computer is connected to a public network location.

Leam more about les.

<Back [ Ne> Cancel |

8. Type a name and description for the exception and click Finish.



9. Repeat these steps to add a UDP port exception for port 1434.

# New Inbound Rule Wizard [ |
Protocol and Ports

Specify the protocol and ports that this rule matches.

Steps:
s Rule Type Does this rule apply to TCP or UDP?
» Protocol and Ports  TCP

@ Action * UDP

@ Profile

@ Mame

Does this nule apply to all local ports or specific local ports?

" All local ports
* Specific local ports: |1434|
Example: 80, 443, 3080

Leam more about protocol and ports

<Back || Net> Cancel




10. Add a third new inbound rule for a program exception.

# New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

+ Rule Type What type of ule would you like to create?

& Program

@ Action * Program

@ Profile Rule that controls connections for a program.
@ Name i Port

Rule that controls connections for a TCP or UDF port.

" Predefined:
BITS Peercaching j
Rule that cortrols connections for a Windows experience.

' Custom
Custom rule.

Leam more about rule types

<Back [ New> Cancel




11. Click on the Browse button and browse to the SQL Server installation’s Binn
directory and select sqlservr.exe. Then click Next.

=—— —
( ).\ ) | = MSSQL.1 * MSSQL + Binn - - & |5e (2]
Organize * ‘== Views ~ | New Folder (7]
Favorite Links MName = I'I Date modified I"I Type I'I Size I"I Tac
| FTERef 1/13/2012 4:05PM  File Folder
[E| pocuments | Resources 1/13/2012 4:05PM  File Folder
4 Recently Changed 27| DatabaseMailan 10/14/2005 4:31... Application
B Desktop [ lFTs5tb 10/14/2005 4:34... Application
18 Computer (5 msftefd /262005 5:00 PM .-'-\pplication
B Fictures [ |msftesql §/26/2005 5:00PM  Application
_ (" sgLaGENTI0 10/14/2005 4:51... Application
I music (87 sqimaint 10/14/2005 4:51... Application
FEI Searches rvr 10/14/2005 4:51... Application
| Public [msqlstubssa0 10/14/2005 4:52... Application
[m"xpadsiso 10/14/2005 4:53... Application
Folders Sl [ | LI
File name: Isqlsen;r j IProglams " exe) j
Open Cancel |
2 A




* New Inbound Rule Wizard

Program
Specify the full program path and executable name of the program that this nule matches.

@ Rule Type

@ Action
@ Profile
@ Name

%:ProgramFiles® («86)\Microsoft SGL Server\M5S5QL10_50.MS

This path will vary

depending on where
SQL Server was
installed.




12. Leave Allow the connection selected and click Next.

PETa——— o s —_—

j % New Inbound Rule Wizard

Action

Specify the action that is taken when a connection matches the condttions specified in the rule.

Steps:

@ Rule Type What action should be taken when a connection matches the specified conditions?

» Protocol and Ports

s Action {* Allow the connection

& Frofie Allow connections that have been protected with |Psec as well as those that have not.
» Name " Mlow the connection if it is secure

Allow only connections that have been authenticated and integrity-protected through the use
of IPsec. Connections will be secured using the settings in IPsec properties and rules in the
Connection Security Rule node.

] Require the connections to be encypted
Require privacy in addition to integrity and authentication.

I~ Ovenide block niles
Useful for tools that must always be available, such as remote administration tools. Fyou
specify this option, you must also specify an authorized computer or computer group.

" Block the connection

Leam more about actions

<Back || Net> Cancel




13. Uncheck the Public checkbox (unless users are connecting using a public network)
and click Next.

I o
j ™ New Inbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

Steps:
s Fule Type When does this rule apply?
» Protocol and Ports
& Action ¥ Domain
s Profle Applies when a computer is connected to its corporate domain.
5 Mame ¥ Private

Applies when a computer is connected to a private network location.

I Public
Applies when a computer is connected to a public network location.

Leam more about les.

<Back [ Ne> Cancel |

14. Type a name and description for the exception and click Finish.



BizInsight Column Based Security Overview

p
Disclaimer:

The following information is for general purposes only. The information is provided by BizNet
Software and while we strive to keep the information up to date and accurate, we make no
representations or warranties of any kind, express or implied, about the accuracy or reli-
ability with respect to our internal research contained in this documentation. Any reliance
you place on such information is therefore strictly at your own risk.

In no event will BizNet Software, Inc or BizNet Software, Inc. be liable for any loss or dam-
age including without limitation, indirect or consequential loss or damage, or any loss or
damage whatsoever arising from loss of data or profits arising out of, or in connection with,
the use of the documentation.

.

In any ERP system, the balance between making data accessible to end users while denying
access to those who should not have access is a difficult challenge. ERP security only at the
application layer is not a truly secured system; the communication between the application
and the data is exposed to users who are not authorized to access confidential inform-
ation. BizNet Software has incorporated four layers of security into the Bizlnsight product.
These security levels are as follows:

=

BizInsight License User Types Security
2. DataSet Security - applies to RDL security on the Report Server.
3. MetaData Security - applies to SQL Database and Shared Directory folder.

4. Column Security - applies to all functionality on content packs. (Functions, Drill-
downs, and Analysis Sets)

Of the above four security levels, two are specifically provided with the BizInsight product:
BizInsight License User Types Security and Column Security. The other two items, DataSet
Security and MetaData security, utilize the native security model provided with Reporting
Services, SQL Server,and Windows NTFS security.



BizInsight uses Reporting Services to store the queries and datasets used for connectivity
to the accounting system. Reporting Services provides its own security and BizInsight
objects can be independently secured using the delivered Reporting Services security
model. Users must be granted access to the BizInsight objects published to Reporting Ser-
vices in order to utilize them.

BizInsight uses SQL databases (BizInsight and BizInsightDB) to store product metadata.
BizInsight users must be provided access to these databases using native SQL Server secur-
ity. In addition, the BizInsight shared directory is also a metadata repository and sufficient
Windows NTFS security.

BizInsight License User Types Security

This security level ensures that only licensed users are able to use the BizInsight product. In
addition, BizInsight licensing is broken out into different user types: . The different user
types have decreasing capabilities with the Designer user having the most capabilities. See
the User Guide for more information regarding the different user types and their cap-
abilities.

Column Security

Column security is based on a security policy that specifies the rules and conditions under
which a user can access a column value from a table. The column access restriction is
based on individual user permissions. When defining the column to apply the restriction,
the column must exist across all datasets from which Bizinsight is retrieving data. In most
business policies, restricting access by the “Company" column is the most frequently used
security logic; however, Bizinsight provides the flexibility to utilize other columns.

The column security design uses an optimistic method in restricting user access: IT admin-
istrators will need to provide the values to deny. Values not listed are inferred to be
allowed. For example, if a user is permitted to access 97 out of 100 unique values, 3 restric-
ted values will need to be defined when defining column security for that user. The remain-
ing 97 values not defined in the security table will be able to be accessed by that user. All
possible threats, vulnerabilities, and attacks and choosing the security design to implement
are based on threat mitigation as first and performance second.

When column security is enabled and user restrictions are defined, access to the data will
be restricted for the particular user. On the client machine, the user restriction policy
applies to all content modules and functionality. Any access to functions, drill-down, and
analysis set is denied if the restricted value is inserted in the feature. In the scenario of mul-
tiple parameters being passed to a function, if one of the parameter values is restricted, the



security will deny access completely even though the user many have access to the non-
restricted values.



Security vs Performance

Design choices for securing a system affect performance, scalability and usability. The more
secure a system becomes, the more companies must compromise in terms of performance
and usability. In selecting the best balance between security and performance, the optim-
istic security design has proven to be the ideal option. The below research and devel-
opment results are based on BizNet Software internal testing and illustrate the impact
security has on performance. Results will vary depending on network connection, envir-
onmental setup, and Microsoft Office bitness.

Scenario:

. Number of
Excel 2010 64-bit First Refresh second Restricted

BizData Iterations - 80,688 {sec) Refteshi{ec)
Dedicated Server and Client Machine

Values

Baseline: Security OFF on SQL Database 114.57 113.18 69.07 N/A
Security ON with no restricted users 111.4 109.38 75.18 0
Security ON and restricted values apply to
118.81 114.61 74.16 1
the current user
S ity ON and restricted val ly t
ecurity and restricted values apply to 174.54 1199 80.14 6
the current user
Security ON and restricted values apply to 132.14 126.58 86.39 12"
the current user
S ity ON and restricted val ly t
ecurity and restricted values apply to 114.97 190.16 69.28 N/A
other users
Security ON and restricted values apply to
124.64 119.29 79.16 N/A
all users

* Multiple restricted columns is not currently supported

Key Results:

1. When Security mode is activated with no restricted values in the security table, little
to no significant reporting performance loss.

2. When Security mode is activated with restricted values in the security table, there is
about a 10% loss in reporting performance.



3. When Security mode is activated with double the amount of restricted values in the
security table, there is about a double percentage loss in reporting performance.

Column Security Limitations

e Only a single column can be restricted. Multiple column security is not supported.
e The column must exist across all content packs.

e The column must exist as a server side parameter on RDLs. Security on optional para-
meters is not supported.

e The column name should be uniform across all RDLs.
« Connected to an single ERP. Multiple ERP systems are not supported.

o Security is based on an ‘Exclusion Method’. IT administrators must insert values to
restrict access.

Requirements to Use Column Security

 BizInsight 5.0.35.0 and later is installed on all client machines.

 Existing BizInsight and BizInsightDB databases created using a Content Installer and
were created directly in SQL Server (not converted using the Access to SQL conversion
tool).

=8 '

= [ Databases

[ awstem Databases
[ Database Snapshots
| | BizInsight

| | BizInsightDE

| | BizetERP

| | ReportServer

| | ReportServerTempDE

FHFHEHFEFEFE

[xnl

« Reporting Services versions 2008, 2008 R2, 2012, 2014 or 2016

Column Security User Experience

When a user tries to access data to which they have been denied access, the cell will display
#VALUE.



1

2 Mot Restricted Restricted
3 Company |EpicOl Epic03

4 Year 2009 2011

5 Period 12 4

6 |Book TARGET TARGET

T

a

r

-535800.78 #VALUE!
.9 4%

n

To confirm that the error is due to Column Security, check the event log by clicking on the
About button on the Bizlnsight ribbon and then clicking on Support Tools > View Events. A
#COLUMN_SECURITY error will be logged there if the #VALUE is due to restricted access.

If the user refreshes a report that tries to retrieve data for a company to which they have no
access, an error message will be displayed indicating they have requested restricted data:

Problem running formula |

The refresh has encountered the Following error in a Formula;
FCOLUMN_SECURITY

Would vou like to cancel the current run?

Yes Mo

Analysis sets that try to retrieve restricted data will return #COLUMN_SECURITY:

Refer to the Installation Guide for instructions on implementing Column Based Security.



Assign BizlInsight Security to Users

Each BizInsight user’s Windows account name must be added to a .users file in the admin

shared directory in order for that user to perform any Bizlnsight action. You will use the
License Administration Tool to perform these steps.

To assign BizInsight security to your users, do the following:

1. On the server, double-click any content installer desktop icon. If the content
installers were installed without desktop icons, browse to the installation directory

and double-click the file named "BizNet Content Installer.exe". If the content
installer was uninstalled, reinstall it.

BizInsight
-,

If you do not want to reinstall the content installer, see "Manual Steps" on page 97.



2. Click on the Admin Tool button.

BizInsight Content Installer x|
Relevant Information
| Automatic Install I Fa R
¥ Reporting Server Found

- Manual Instal Stages W Reporting Server User Found
Install Report Server | 'Nl" Scrnipts Have Been Run
Create Report Server User | 'Nll" St DataSet Content Found
Run Script Files | "ul' S MetaData Content Found

¥ S8 Function Content Found
& Users Have Been Added by Admin Tool

Deploy DataSet Cantent | 'Nll' Settings Have Been Configured by Config Tool

Deploy MetaData Cortent |

Deploy Function Cortent |

Corfig Toal

2 | i)

3. Click on the ellipses and browse to the admin share folder of your BizInsight shared
directory.

License Administration Tool - SERVER2008R2\ linda i - 10| x|

Administration Path

Metwaork share where your license file is stored.




4. Select your BizInsight license file and click Open.

-l x]

|éOv| . = Local ... - BizInsight... - @‘
Organize ~ | | Open = =+ i @

B izinsight. lic

- Favorites
Bl Desktop
4. Downloads
| Recent Places
= Libraries

3 Du:u:l._lments lI

B ..

5. Click on the Validate License button to check how many licenses you currently have.
Your current license count will be displayed.

License Administration Tool - SERYERZ2003 Administra O] x|

Adminiztration Path

C:ABizlnzightShare'bdmins harehBizlnzight. lic |

Metwaork zhare where your licenze file iz gtared.

Yalidate License

BizMet Saftweare Test Licensze
E=piration 01/31/2029

Developer 1
Deszigner 2
"iewer 2
CiillDy ey 2

E =it |




6. Click on the Configure Users button. The Current Users dialog will open.

=10l x|
=10l |

License Administration Tool - SERVER2008R2 )\ linda
.

IC:\EizInsigl’rtShareWmin\Eizlns: User Type
Network share where your license | Designer j domainlinda

Designer j domain*albert
domainmaritym

Validate License

BizMet Software Test License
Expiration 01,/31/2025

Developer 1
Designer 2
Viewer 2
Drill Dowen 2

Corfigure Users |

Add Row Delete Row Commit Changes

7. You will now add your new Bizlnsight user and assign them a user type. Click on the
User Type drop down and select the desired user type. If you want your user to be a
Designer, choose Designer from the drop down list.

=

User Type

Designer j domainlinda

Designer j domain*albert

Viewer j domainmaritym

Wiewer ﬂ domainfrank
[~




8. Type the user's name in the Users field in the format of domain\username.

Do not add your own login using the Admin Tool unless you know for

sure that you have another login available with sysadmin rights to the SQL Server
instance. Early versions of the content installer (pre version 1.6) will remove existing
permissions for users, including those with sysadmin rights. If uncertain, skip this
step and confirm sysadmin access will not be lost then return to complete the
Admin Tool step.

User Type Users
Designer j domain‘linda
Designer j domain*albert
Wiewer j domain‘marilyn
Viewer j domain'frank
Viewer u domainwinstor|

=10l |

9. Click on the Commit Changes button when finished. You will be presented with a
message asking if you want to grant the user additional security permissions. Click
Yes.

Configuration Confirmation |

IJsers must also be given additional folder permissions and Report Server
permissions.
Would you like to do this now?

Yes Mo

If you have entered more names for a particular user type than you have licenses,
you will get an error similar to the following.



License Exceeded |

Your current license restricks wou to 2 Power users - Please contack vendor
ko purchase additional licenses,

You will be returned to the Current Users dialog where you can remove a row so
that you comply with the number of licenses your company purchased. Select the
row to remove and click the Delete Row button.

To purchase additional licenses, use the BizNet Assistant button to open a support
ticket indicating that you need to purchase additional licenses.

View BizInsight

BizMNet Assistant v X |

Welcome to the BizNet Assistant

How can we help you today?

Online Documentation

Resolve issues automatically
Training and How-to Videos
Contact Support

Please tell us about vour experience

What's new at BizNet

When you receive your new license, move your old license from the Administration
Path shared directory and save the new license there. Do not rename the old license
and leave it in the Administration Path; it must be removed from the directory in
order for the new license count to take effect.



Manual Steps

1. In the Admin shared directory, open the .users file with Notepad that corresponds
with the Bizlnsight permissions the user should have. For example, if the user
should have Designer permissions, you would open the Designer.users file.

@llf you are not sure where to find the Admin shared directory, go to an existing
user’s workstation, open Excel and click on the Application Settings button on the
BizInsight ribbon and copy the path provided for the Administration Path.

2. In the .users file, add the Windows account name of the Bizlnsight user. For more
information on the different user types, refer to the User Types section of the User
Guide.

I x|

File Edit Format Wiew Help

domain'mmonroe =]
domainfsinatral
domainepresley

4] 2

3. Save and close the file.

IMPORTANT |As you add Windows account names to the .users files, add only as
many as you have licenses. If you add more Windows account names than you have
licenses or you have an extra line return in the file, users will get an error message
similar to the following when they open Excel after BizInsight is installed.

License Exceeded x|

vour current license restricts wou to 2 Power users - Please contact vendor
ko purchase additional licenses,




If you are not sure how many licenses you have, open the .lic file that is in the Admin
shared directory with Notepad and check how many licenses are shown for the user
type you are adding.

To purchase additional licenses, use the BizNet Assistant button to open a support
ticket indicating that you need to purchase additional licenses.

View BizInsight

BizMet
Assistani

Welcome to the BizNet Assistant

How can we help you today?

Online Documentation

Resolve issues automatically
Training and How-to Videos
Contact Support

Please tell us about vour experience

What's new at BizNet

When you receive your new license, move your old license from the Administration
Path shared directory and save the new license there. Do not rename the old license
and leave it in the Administration Path; it must be removed from the directory in
order for the new license count to take effect.
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